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Introduction

IMPORTANT

This manual is for GreenEye Monitors models with “WiFi / Ethernet Combination” module only (with or
without an XBee module). The picture in Figure 1 displays the “WiFi/Ethernet Module” (outlined in blue).

WiFi/Ethernet Moduleu

INTRODUCTION

Figure 1

If the GEM has a communication option other than “WiFi/Ethernet Combo” then refer to Table 1 to
determine the appropriate setup document required.

Communication Option Document Code

No communication module GEM Setup GEM-SET

No Module

WiFi Only GEM Setup GEM-SET-W

WiFi Only Option
Ethernet Only GEM Setup GEM-SET-E
Ethernet Only Option
WiFi / Ethernet Combination GEM Setup GEM-SET-WE
WiFi/Ethernet Combination

Indirect Communication via the GEM Setup GEM-SET-DB

DashBox Via DashBox
© Brultech Research Inc. 3 www.brultech.com
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Table 1

MISSION

The objective of this document is to establish a connection between a PC and the GEM allowing the
GEM firmware to be upgraded if needed and gaining access to the GEM Setup page. Tasks covered in
this manual are listed below.

e Setting Communication Module to Factory Defaults. This provides a known IP address for initial
connection

e Connecting a PC directly to the GEM for configuration purposes.

e Establish a direct connection between a PC and the GEM. This enables the user to enter local
network information such as SSID, Password, etc., allowing the GEM to connect to a network

e Connecting the GEM to a Network. Once the GEM is connected to a local network, the PC can
then connect to the same network

e Connecting to the GEM’s Setup Interface. The setup interface is browser based. Once a PC
connects to the GEM via network, all GE settings may then be configured

o Upgrading the GEM’s Firmware. A guide is provided to perform firmware upgrades to the GEM

STEPS

A typical setup procedure would consist of the following order of steps, although some scenarios may
differ.

Set communication module to factory default
Establish a WiFi connection between a PC and the GEM

3. Configure the ”SSID”, “Password”, etc. to create a WiFi connection between the GEM and a
local network

4. Connect the PC to the same network and establish a TCP/IP connection to the GEM over the
network

5. Upgrade the firmware if needed

6. Open the GEM Setup page with a browser

Once the GEM Setup page has been opened, then refer to the “GEM Configuration Manual” (Document
code: GEM-CFG) to proceed with setting up the GEM

REQUIREMENT

e The “GEM Network Utility” version 4.2 or higher for Windows based PCs
e For “Mac” or “Linux” users, a “Java” application is available for firmware upgrades, however
different instructions are required

THE COMMUNICATION MODULE

The WiFi/Ethernet module option for the GEM incorporates two methods of communication providing
the choice of a WiFi or Ethernet connection. Both options are integrated on a single module.

© Brultech Research Inc. 4 www.brultech.com
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Typically, a connection to a local network is established allowing data to be sent to a local server or
remote host via internet.

START-UP SEQUENCE

When the GEM is powered up, the “Communication Status LED” (see Figure 2 on page 5) will remain
dark (off) for approximately 30 seconds. This is the time required for the communication module to boot
up and create or join a network. Once the module is booted the LED will turn to amber.

COMMUNICATION STATUS LED

The communication status LED is a dual color “amber” and “green” type. When both LED are on, the
resulting color is yellow. The three LED states are:

Dark: The communication module is booting up.
Amber: The communication module is active but there is no connection.
Yellow (green +amber): The module is connected.

System Status LED —l f Communication Status LED

Figure 2

The picture in Figure 3 shows the “Communication Status LED” which consists of an amber LED and a

green LED together in the same package. The combined color is yellow when the amber LED and the
green LED are both lit.

Figure 3

RESET TO FACTORY DEFAULTS

The communication module factory reset provides a means of setting the GEM to a known IP address
and port. This allows a PC to connect to it in order to re-direct it to a local or remote network.

Factory reset can only be done with the communication module fully booted up which occurs roughly 30
seconds after the GEM is powered. This is apparent when the “communication status LED” comes “on”.

1. Make sure the “Comm Status LED” is “on”!

© Brultech Research Inc. 5 www.brultech.com



EBERrRUlECH Reset to factory defaults

2. Locate the “Factory Reset Push Button” switch on the edge of the module (see Figure 4) then
press it for approximately 6 seconds and release. (There will be no immediate LED response
when the switch is released).

3. After roughly 10 seconds, the communication status LED will go dark. This indicates that the
module is in the process of re-booting.

4. After approximately 30 seconds, the amber LED comes on. A few seconds after this occurs, a
wireless access point becomes available.

5. Use a PC with WiFi capability and search for wireless networks. The GEM will now appear as a
WiFi “Access Point” with a WiFi network name: “GreenEye_xx", where “xx” are the two last
characters of the MAC address.

: . B
‘B R

Wifi

Factory Reset
Push Button

Figure 4

Proceed to the next chapter “Connecting Directly to the GEM” for instructions on connecting to the
GEM with the PC.

© Brultech Research Inc. 6 www.brultech.com
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CONNECTING DIRECTLY TO THE GEM

IMPORTANT NOTE

This chapter describes the procedure for creating a WiFi connection between the GEM and a PC. The
main purpose of this connection is to configure the GEM to connect it to a network.

If a PC with WiFi capability is not available, an Ethernet connection may be used for this step, although
this method is a bit more tedious. Refer to Appendix A for instructions on using Ethernet for initial
configuration.

Make sure there is no Ethernet cable connected between the GEM and a network when conducting
the steps in this chapter.

FACTORY DEFAULT VALUES

Once the communication module has been reset to its factory defaults, a WiFi connection may be
established between a PC and the GEM.

The factory default settings are:
e Set to Access Point (AP) mode
e DHCP enabled. The server will assign an IP address to the PC, providing the PC is set to obtain an
IP address automatically
e The SSID is “GreenEye_xx", where xx is the last two digits of the MAC address
e  WiFi security mode “Open”
e Local IP address: 192.168.2.2
e Network setup port 80
e GEM setup port 8000

CONNECTING TO THE GEM viA WIFI

The goal is to create a connection between the PC and the GEM as shown in Figure 5.

AP >>>
WiFi (((
Factory Reset
—_— (Access Point)
GreenEye Monitor

Figure 5

© Brultech Research Inc. 7 www.brultech.com



ERUIECH Connecting Directly to the GEM

Steps

1. Search for WiFi networks and click on “GreenEye_xx" to connect.

2. Open a browser and set the address to 192.168.2.2 and press “Enter”. A “Sign In” box should
come up prompting for a “User” and “Password”. If so, then skip to step 4.

3. If the browser did not connect to IP address “192.168.2.2" in the previous step, the PC may not
be set to “obtain an IP address automatically”. Modify the PC’s network settings to do so then
repeat the steps in this section. If you don’t know how to change this network setting, then
search “how to obtain an IP address automatically” on the internet for instructions for your
operating system.

4. A “signin” box will prompt for a user name and password. Use “admin” for both.

A web page as displayed in Figure 6 will open. This is the interface used to setup the communication
module to connect to the Network.

) 192.168.2.2/home.asp

BRUIECH
B Mode Selection Working Mode Configuration
) AP Interface Setting

You may configure the Uart-WIFI module wifi mode and data transfor mode.
) STA Interface Setting

e . ® AP Mode:

) Application Setting Access Point

O STA Mode:
B Device Management Station Mode

Data Transfor Mode | Transparent Mode Dot J

[ Apply ] [ Cancel
Figure 6

NETWORK CONNECTION OPTIONS
Two options are available to connect the GEM to a network, “WiFi” or “Ethernet”.

W iFi Connection

This option consists of connecting to the network wirelessly. This method is usually preferred as long as
the GEM is within acceptable RF range of the WiFi Router it will be connected to.

Ethernet Connection

An Ethernet connection consists of connecting a network cable between the GEM and a network router
or hub. This method is preferred when a WiFi connection is impractical due to signal range or if a
dependable connection is desired.

© Brultech Research Inc. 8 www.brultech.com
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WIFI CONNECTION TO A NETWORK

This chapter describes how to create a WiFi connection between the GEM and a local network. See
Figure 7.

CONNECTING THE GEM 1O A NETWORK

The GEM can connect to a WiFi router or access point. This requires changing the GEM’s communication
module from its default access point mode (AP mode) to station mode (STA mode).

As most WiFi networks are security enabled, the SSID security type and passphrase will be required for
the network that we wish to connect to. Before starting the configuration, you should determine the
following information with regards to the network you will be connecting to:

e The WiFi router’s SSID and Pass Phrase (WiFi password)

e The gateway IP address

e An available static IP address

e The IP address or domain name of the data host.

WiFi

i )J)ﬁ iy
=

Router

——e

WiFi Connected
GreenEye Monitor

)

W\
ﬂj

WiFi Connected PC WiFi Connected PC

Figure 7

© Brultech Research Inc. 9 www.brultech.com



EBERUlEC H) WIiFi Connection to a Network

STEPS

Important Note

Throughout each step, after clicking “Apply” to a given option, a link to “Device Management” will
appear. DO NOT SELECT THIS OPTION AT THIS TIME. This link is used to restart the module and save the
changes. This is only required to be done once at the end of all changes. You will be instructed when to
do so.

1. Referto Figure 8
e Select “Mode Selection” from the left menu

e Click “STA Mode” radio button
o  Click “Apply”

B Mode Selection €}——— Working Mode Configuration

B AP Interface Setting

You may configure the Uart-WIFI module wifi mode and data transfor mode.
E) STA Interface Setting

5 o X O AP Mode:

B Application Setting Access Point

® STA Mode:
E) Device Management Station Mode

Data Transfor Mode | Transparent Mode v

[ Apply ] [ Cancel
Figure 8

2. Referto Figure 9

e Select “AP Interface Setting” from the left menu
e Set “IP Address” to “1.2.3.4”

e Set “Subnet Mask” to “255.255.255.0”

e Set “DHCP Type” to “Disable”

e Click “Apply”

© Brultech Research Inc. 10 www.brultech.com
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WiFi Connection to a Network

EP Mode Selection

B AP Interface Setting q—
B STA Interface Settin; g

» Application Setting

B Device M anagement

3. Referto Figure 10
e Select “STA Interface Setting” from the left menu
e Enter your network’s WiFi name (SSID) in the “AP’s SSID” box
e Set the “Security Mode” to match that of your wireless network

e —

AP Interface Setting, such as: SSID, Security...

Wireless Network

Network Mode 11big/n mixed mode ¥
Network Name(SSID) GreenEye_B2 Hidden [ 1solated [
BSSID AC.CF23FF.0AB2
Frequency (Channel)
[ Apply ] [ Cancel ]

"GreenEye B2"
Security Mode

( Apply ] Caneel J
Subnet Mask <—
DHCP Type <—
_B [ Apply J [ Cancel J
Figure 9

e Set the “Encryption Type” to match that of your wireless network

e Enter your WiFi network’s security “Pass Phrase”
e Click “Apply”

E) Mode Selection

E) AP Interface Setting
) STA Interface Setting
B Application Setting

B Device Management

STA Interface Setting

You could configure STA interface parameters here.

[rRULTECH = | [ Search.. |
G

AP's SSID

MAC Address (Optional)

Security Mode

Encryption Type Q—
Pass Phrase [1z3ss6123456
I A Cancel
B> [ pply ] | ncel ]
'WAN Connection Type:
Hostname(Optional) l:l
[ Apply ] [ Cancel l
Figure 10

4. OPTIONAL: You can assign a name to the GEM so that it is readily identifiable when viewing all
of the network connected devices on a router’s setup page. This is done by entering this user

assigned name in the “Hostname” box in Figure 10, then clicking “Apply”.

© Brultech Research Inc.

11

www.brultech.com



gFII_"lECH

WiFi Connection to a Network

5. Optional steps to assign a static IP.

This step is required ONLY if you wish to assign a static IP to the GEM. If a static IP is used, the

following conditions must be met:

e The static IP must be on the same subnet as that of the network. For example, if the
network’s router is “192.168.0.1” then the static IP must begin with “192.168.0.” and the

last number must be between 2 and 254.

e The IP address assigned must not be used by another device on the network. This can be

verified by accessing the router’s setup interface.

Further explanation of static IP is beyond the scope of this document. Further information can

be found using an internet search.

Refer to Figure 11

Select “STA Interface Setting” from the left menu

Click the “DHCP/STATIC” drop down box and select “STATIC (fixed IP)”
Enter the IP address you wish to assign to the GEM

Enter the subnet mask (typically “255.255.255.0”)

Enter the IP address of your gateway (router)

e Click “Apply”

B Mode Selection

@ AP Interface Setting

E) STA Interface Setting e—

STA Interface Setting

You could configure STA interface parameters here.

STA Interface Parameters

» Application Setting

AP's SSID |BRULTECH |[_search...
B Device Management MAC Address (Optional) [ ]

Security Mode

Encryption Type

Pass Phrase 123456123456

Apply ] [ Cancel ]
WAN Connection Type:

Q_

Static Mode
DHCP {Auto confi
Subnet Mask
Default Gateway ﬁ
_B [ Apply ] [ Cancel
Figure 11
© Brultech Research Inc. 12 www.brultech.com



EBERrRUlECH WIiFi Connection to a Network

6. Save changes.

This step saves all changes made and re-starts the WiFi module.
Refer to Figure 12

e Select “Device Management” from the left menu
e C(Click “Restart”

E» Mode Selection Device Management
Ep AP Interface Setting

Ver: 3.20.10
B STA Interface Settin, 1z

You may configure administrator account and password, load default setting or update
firware.

@ Adminstrator Settings
De\-“ice Managemeut ’7
< Account

Pasora o

[ Apply ] [ Cancel ]

Restart Module
Restart Module Q—

B Application Setting

Figure 12
The module will now re-boot. This takes approximately 30 seconds.

After rebooting, the “Com LED” will glow amber then shortly after, will turn to yellow indicating that the
GEM has connected to the router.

If the “Comm LED” changed to yellow (amber + green Comm LEDs both “on”) indicating a connection to
the network, then proceed to “Connect a PC to the GEM via Network” on page 17.

GEM Did Not Connect

If the GEM did not connect to the router, indicated by the amber only “Comm LED” active, then one of
the following situations may have occurred:
e Range too far between the GEM and the router.

e Improper WiFi security type selected. This can be verified by viewing the router’s security
settings. Refer to your router manual for this

e TKIP was selected instead of AES, or vice versa

e Typing mistake was made while entering SSID, password, etc.

If a connection was not established you will need to return to factory defaults (see” Reset to factory
defaults” on page 5) then attempt the step in this chapter again. If the connection problem persists, you
may try temporarily disabling the router’s security option to narrow down the issue. This will indicate if
the problem lies with security settings or not.

© Brultech Research Inc. 13 www.brultech.com
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Ethernet Connection to a Network

ETHERNET CONNECTION TO A NETWORK

This option consists of connecting the GEM to a network “router”, “hub” or “switch” using an Ethernet
network cable instead of a WiFi connection. See Figure 13.

Access Point Disabled

—

>

oLy

Ethernet Connected
GreenEye Monitor

6

Internet
Access

Network

Router

Ethernet

>

Ethernet
Connected PC

Connected PC

STEPS

Important Note

Figu

rel3

Throughout each step, after clicking “Apply” to a given option, a link to “Device Management” will
appear. DO NOT SELECT THIS OPTION AT THIS TIME. This link is to restart the module and save the
changes. This is only required to be done once at the end of all changes. You will be instructed when to

do so.

1. Refer to Figure 14

e Select “Mode Selection” from the left menu
e C(Click “STA Mode” radio button

e  Click “Apply”

© Brultech Research Inc.
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BROIECH)

E) Mode Selection Q—

Working Mode Configuration

Ethernet Connection to a Network

2. Refer to Figure 15

E) AP Interface Setting
You may configure the Uart-WIFI module wifi mode and data transfor mode.
B STA Interface Setting
e . O AP Mode:
E) Application Setting Access Point
_9 ® STA Mode:
B Device Management Station Mode
Data Transfor Mode | Transparent Mode v
[ Apply ] [ Cancel J
Figure 14

e Select “AP Interface Setting” from the left menu

e Set “IP Address” to an assigned value within the subnet range of the network
e Set “Subnet Mask” to “255.255.255.0”

e Set “DHCP Type” to “Server”

e Enter the “Default DHCP Gateway” (router) IP address

e Click “Apply”

B Mode Selection

AP Interface Setting, such as: S5ID, Security...

E) AP Interface Setting Q— Wireless Network

B STA Interface Settin z
= Application Setting

P Device Management

Network Mode
Network Name(SSID) Hidden [J Isolated [
BSSID AC.CF23:FF.0AB2
Frequency (Channel) | AutoSelect n |
[ Apply ] [ Cancel ]

"GreenkEye_B2"
Security Mode

( Apply ] Cancel J
IP Address 192.162.1.10 €1
Subnet Mask 2552552550 4K
DHCP Type Sever v
Default DHCP Gateway =
[ A Cancel
= [ pply J [ ncel J
Figure 15
© Brultech Research Inc. 15 www.brultech.com
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3. Referto Figure 16

e Select “Device Management” from the left menu

e (Click “Restart”

B Mode Selection Device Management
@ AP Interface Setti
Ver: 3.20.10
STA Interface Setting y - .
@ S You may configure administrator account and password, load default setting or update
firware.

Iﬁ Application Setting
@ Adminstrator Settings
Device Management

[rassvora o

[ Apply ] [ Cancel ]

Restart Module
Restart Module e—

Figure 16

The module will now re-boot which takes approximately 30 seconds. After rebooting, the “Com LED”

will glow amber.

© Brultech Research Inc. 16 www.brultech.com
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CONNECT A PC TO THE GEM VIA NETWORK

Now that the GEM is connected to the local network, a PC may now connect to the same network and
access the GEM to perform one or more of the following:

o Upgrade the GEM firmware (if required)
e Configure or modify the GEM settings
e Change the communication module’s settings

DiscoVERING THE GEM’s IP ADDRESS

If a “Static” IP address was assigned to the GEM, then this will be the GEM’s IP address and this section
may be skipped.

The simplest method of determining the GEM’s IP address on the network is to use the “GEM Network
Utility” software (version 4.2 or higher). Other methods may be used such as:

e Accessing the router’s configuration page and reviewing all connected device IP addresses
e Using software utility such as “Netscan” (free downloadable)

Discovery Using GEM Network Utility

If you have not already downloaded and installed the “GEM Network Utility” software, do so now. This
application is downloadable from http://brultech.com/software/

GEM Network Utility Ver 3.8

!-SF!I_HIEI:H ,

PORT IP Address

C TcPSever | 80 [ 192168222 Status: S
~ Serial Right%ck For More options Close Open

Etnemetonly | wiionly | wifi/Ethemet|  Serial | Firmware |

Search Available Servers Ports
on Network 80

[v 8000
[~ 8001
[~ 8002

[~ other

080

Other

Search Lookup IP | Q—

Exit

Figure 17

© Brultech Research Inc. 17 www.brultech.com



ERrRUIlECH Connect a PC to the GEM via Network

Steps
1. Runthe “GEM Network Utility” software (as administrator) and click the “WiFi / Ethernet” tab.
See Figure 17
2. Click “Lookup IP”. This will discover the PC’s IP address as well as that of the gateway. See Figure
18
3. Make sure only port “8000” is selected and click “Search”. See Figure 18. After searching, the IP

address will be discovered as shown in Figure 19

= GEM Network Utility Ver 3.8 =S
RUlEc u—u_)
f+ TCP Client PORT IP Address
& TEDET | 0 | 192.168.2.22 Status: Closed
 Serial Right Click For More options Close Open
Ethernet Only T Wifi Only T mﬁlEmemtT Serial T Firmware ]
Search Available Servers Ports -
on Network I~ 80 Computer
v 80036— 192.168.2.100
[~ &001

[ soo2 ml! Gateway
~ Other 192.168.2.1

2080
Other Subnet Mask
255.255.255.0
_B Search
Exit
Figure 18

~ GEM Network Utility Ver 3.8

LI=T=T=) J
¢ TCP Client PORT IP Address
© TCPSever | 80 |  192168.222
¢ Serjal Right Click For More options
Ethernet Only T Wifi Only T Wifi | Ethernet Serial
Double click IP address Ports
to open in browser  an
—B 192.168.2.147:8000
v 8000
~ anm
Figure 19

4. Highlight the IP address that was found then right click it. Select “Connect”. This will transfer the
IP address and port to corresponding boxes and a connection will be established indicated by
the “green” status box (Figure 20)
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= GEM Network Utility Ver 3.8

ERUe c"H GreenEye S/N: 01000450, Model: GEM-WE (Wifi/Ethernet)
f+ TCF Client PORT IP Address
C TcPsemer | 8000 | 192.168.2.147 Status:
 Serial Right Click For More options Get GEM Info Close Open

EthemnetOnly |  WifiOnly | Wifi/Ethernet | Serial | Firmware |
Double click IP address Ports
to open in browser  an BT

192.168.2.147:8000
[ 1921682100
Open in browser

= nnma

Figure 20

5. NOTE: the results of this next step may vary depending on the firmware version currently
residing on the GEM. If the status box is still green, then click “Get GEM Info” button. If the box
is no longer green, then click “Open” first and the status should change to “Connected” shortly
after. See Figure 21 (newer firmware) and Figure 22 (older firmware) for the possible results.

~ GEM Network Utility Ver 3.8

GreenEye 5/MN: 01000450, Model: GEM-WE (Wifi/Ethernet)

H PORT IP Address Statu _
" TCPServer | 8000 | 192168.2.147 s
¢ Serial Right Click For More options _B et GEM Info | Close | Open |

Ethemetonly | wifionly | wifi/Ethernet | Serial || Firmware |
R _—
Firmware Upgrade

CH1CTType=211/4 ~
GEM Hardware Option CH2CTType=211/4 E
CoMVer [21g com CH3CTType=211/4 B
- o« -
 No Module * Firmware E:‘;gp’”g“::
ype =
£ Wifi Only ENG Ver [142 CHE CTType=211/4
ENG CH7 CTType=211/4
o GEMPort |4 . CHBCTType=211/4
CHOCTType=211/4
~
Ethernet Only PortBaud [115200 CH 10 CT Type=211/4 b
+ Wifi/Ethernet Combination Bootload

w
[~ XBee Module Installed _ Refresn | o

Change Com1 Baud
Save L ﬂ
19200

Factory Defaults Re-Boot COM

Exit

Figure 21
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GEM Network Utility Ver 3.8

;:Fe—ulﬁch—l_ GreenEye 5/N: 01000256, Model: ()

PORT 1P Address

r TCPSener | 8000 | 1921682147 staws: [ Gonnecied |

 Serial Right Click For More options Get GEM Info | Close | Open |

EthemetDnIyT Wifi Only TWiﬁrEthemetT Serial T Firmware ]
~Firmware Upgrade

CH1CT Type=88/4 P
—GEM Hardware Option——— CHZCTType=211/4 E
COM Ver |1_31 - COM CH3CTType=212/4 =
 No Madule “ Frmware E:‘;SP‘D&?E}':
ype =
 Wifi Only ENG Ver [126 CHECT Type=211/4
ENG CHTCTType=211/4
= (Oldfy Ethernet Gnly GEM Port |1 i Firmware CHECT Type=211/4
¢~ Ethernet Only CHOCT Type=211/4
Port Baud I CH10CT Type=211/4 ~
" Wifi/Ethernet Combination v Bootload
[~ XBee Module Installed __ Refresh | S
~Change Com1 Baud —
Save Start
19200 |

Factory Defaults 115200 | Re-Boot COM |
| |
Older firmware only provides partial data ﬂ_ Exit

Figure 22

A GEM with “COM” firmware version older than “ver 2.18” will only display partial information after
clicking “Get GEM Info” as shown in Figure 22. Notice in this example that the older version is COM ver
1.81. It does not display hardware information and baud rate. Furthermore the displayed ENG firmware
version is improper. This is normal and proper results will be obtained once the firmware is upgraded.

If the firmware requires upgrading, refer to chapter “Upgrading GEM Firmware (Optional)” on page 24.
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CONNECTING TO COMMUNICATION MODULE SETUP PAGE

This chapter describes how to connect to the communication module’s setup page once it has been
connected to a network. This also assumes that the user’s PC is connected to the same local network.

The communication module’s setup page can be accessed anytime, even while the GEM is reporting
data to a host.

When the GEM is already connected to a network it may be desired to access the communication
module’s setup page to perform one of the following tasks:

Set the IP address and port of the remote host which will receive the GEM’s packets

Connect to a different network or make changes to the current network settings

Change the “baud rate” manually in situation where the GEM’s baud differs from that of the
WiFi/Ethernet module and cannot automatically recover from the mismatch. (The latest GEM
firmware version should recover from this situation automatically)

OPENING THE SETUP PAGE

If the GEM’s IP address is known, simply open the browser and enter the IP address in the browser’s
address bar. (Figure 24)

The GEM Network Utility has provisions to automatically open the communication setup page and
browser. This is done by highlighting the IP address that was found, right clicking it, then selecting “Open
Communication Setup”. See Figure 23 and Figure 24

GEM Network Utility Ver 3.8
TEco P

@ TCP Client PORT 1P Address

i~ TCP Server I 8000 |
 Serial Right Click For More options

\ Ethernet Only T Wifi Only T \I‘ﬁﬁfEmemetl Serial Firmware

Double click IP address
to open in browser
192.168.2.147:8000

Open in browser

Open Communication Setup

Figure 23

6 WP \*f‘ 192.168.2. 147Ihc-me.asp

BRUIECH )

B Mode Selection Working Mode Con
Figure 24
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CONNECT TO THE GEM SETUP PAGE

This chapter describes how to connect to the GEM’s Setup Page using a browser such as IE, FireFox,
Chrome, etc. Before pursuing this step, the following are recommended:

1. Verify that the “COM” firmware is version 2.22 or higher
2. The baud rate is set for 115,200

PREFERRED BAUD

The “baud rate” is the speed at which data is transferred between the GEM and the communication
module.

Originally the GEM’s operation was limited to 19,200 baud. This slower communication rate impaired
the performance of the GEM’s setup page. It is recommended to set the GEM to operate at 115,200
baud and leave it set to this baud. The only time it should be reduced to 19,200 is for firmware upgrades.

NOTE: The GEM’s bootloader still operates at 19,200 only. This requires that the baud rate be changed
to 19,200 for the firmware upgrade process. This is true for the “COM” and “ENG” firmware. After the
upgrade is completed then the baud should be set to 115,200.

SWITCHING TO 115200 BAUD

e Connect to the GEM using the “GEM Network Utility” as shown in Figure 25

e Make sure a connection is established and the “Status” is connected. Refer to chapter “Connect
a PC to the GEM via Network” for instructions

o C(Click “Get GEM Info”. If the “Port Baud” value does not appear, then the GEM may have
firmware older than version 2.00. It is recommended to upgrade the firmware

e Verify the proper “GEM Hardware Option” setting! The “WiFi/Ethernet Combination” option
should be selected. If not, click this option then click “Save”

e If the “Port Baud” value is “19200” such as in the example of Figure 25, click the “115200”
button in the “Change Com1 Baud” box. If the baud value is already 115,200 then move on to
the next chapter

GEM Network Utility Ver 3.8

BROUECT) GreenEye S/N: 01000256, Model: GEM-WE (Wifi/Ethernet)
@ TGP Gileni  poRT IP Address
" TCP Senver | 8000 19216823 staws: [T Gonmedear |
~ Serial Right Click For Hore options. _B GetGEMInfo | Close | open_|
EthemetOnly | WifiOnly | Wifi/Ethemet |  Serial | Firmware |
Urg CH1CTType=
ype=211/4 A
GEM Hardware Option CH2CTType=21114 a
COM Ver [220 + COM CHICTType=211/4 b |
© No Module Firmware E:;gp”’gm:
ype =
© Wifi Only ENGVer 1.42 CHBCTType=211/4
ENG CHTCTType=211/4
¢ (0d) Ethiermet Oy GEM Port [1 C Frmware CH 8 CTType= 21174
" Ethemnet Only CHe CTType =21114
PortBaud [19200 CH10CT Type=211/4 v
& Wif/Ethernet Combination Bootioad
¥ oma
I~ XBee Module Installed __Refiesh |
~Change Com1 Baud—
save nae i
19200
Factory Defaults 115200 Re-Boot COM
4
T ! |
Exit
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OPENING THE GEM SETUP PAGE

If the GEM’s IP address is known, you can access the setup page by opening a browser, entering the IP
address and adding “:8000” at the end of the address.

Alternately, the “GEM Network Utility” may be used to access the GEM setup page by right-clicking the
discovered IP address and selecting the “Open in Browser” option. See Figure 26. The browser should
open up with a web page such as that of Figure 27.

GEM Network Utility Ver 3.8

BROIECDY GreenEye S/N: 01000256, Model: GEM-

* TCP Client  poRT IP Address

" TCP Server 8000 192.168.2.3

 Serial Right Click For More options.

Ethernet Only winonly | wifi/Ethernet | Senal | Firmware |

Double click IP address
to open in browser
192.168.2.3:8000

Figure 26

D 192.168.2.3:3000

GreenEye™ Monitor

Figure 27

There is a possibility that the web page opens with a bunch of garbage such as seen in Figure 28. Simply
close the opened web page and repeat the procedure. This generally occurs when accessing the web
interface initially and is caused by packet data being transmitted at the same time the web page is
requested. Once the web page is accessed and “Setup Mode” is entered, packet data is paused and this
issue is resolved.

Figure 28

If the browser does not connect to the GEM setup page whatsoever and a timeout error occurs then
make sure that the GEM communication module is configured as a “Server” using port “8000”.
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UPGRADING GEM FIRMWARE (OPTIONAL)

FIRMWARE

The “firmware” is the software program that runs inside the GEM’s processor. The concept of upgrading
firmware is like that of upgrading software on a PC. Typically when a company releases a new version of
software, improvements have been made and new features added. The same applies to firmware.

The GEM has two processors and therefore two firmware types: “COM” and “ENG”. The “COM”
firmware is the principal operating system of the GEM and commonly upgraded.

COM Firmware

This firmware handles most of the GEM functions such as packet communication, all settings and system
functions. Most upgrades will involve this firmware.

ENG Firmware

The engine (ENG) firmware does all of the energy processing for channels 1 to 32. This firmware rarely
requires upgrading.

It is strongly recommended to upgrade the GEM’s firmware if the “COM” firmware version is older
(less) than ver 2.20. The ENG firmware should also be upgraded.

REQUIRED BAUD

The “baud rate” is the speed at which data is transferred between the GEM and the communication
module.

The GEM requires a baud rate of 19,200 for “COM” and “ENG” firmware upgrades. Older GEMs used this
baud rate exclusively however newer firmware versions allow the GEM to be switched between 19,200
baud and 115,200 baud. The 19,200 baud rate is mandatory for firmware upgrades. Under normal
operating conditions, it is advised to set the GEM for the faster 115,200 rate to greatly improve its
performance.

If clicking the “Get GEM Info” results in a response similar to that of Figure 22, then the baud rate is not
detected and no baud rate change is required since this older version used 19,200 baud only. If the
response resembles that of Figure 21, then the baud rate is selectable and in this case MUST be changed
from 115,200 to 19,200 before proceeding with the firmware upgrade.

Changing to 19200 Baud

Figure 29 below shows the result of the “Get GEM Info” function of newer firmware. In this example the
GEM is set for 115,200 baud and needs to be changed before proceeding with firmware upgrade.

Click the “19200” button in the “Change Com1 Baud” section (Figure 29). The entire procedure will take
approximately 32 seconds.
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= GEM Network Utility Ver 3.8 (=3
mcﬁ—u GreenEye S/N: 01000450, Model: GEM-WE (Wifi/Ethernet)
@ {[CPCiient  poRT IP Address
—
¢ TCP Sever | 8000 192.168.2.147
¢ Serial Right Clck Fer Hore options —>  cetcemnn | ciose | open_|

EthemetOnly | Wiionly | Wifi/Ethemet | Serial || Firmware |
| )
Firmware Upgrade

CH1CT Type=211/4 ~
‘GEM Hardware Opfion CHZCT Type=211/4 T
COMVer (248 COM CH3CT Type=211/4 b

£ NoModule * Fimware || [CH#CTTpe=21174

ype =

£ Wifi Only ENG Ver [4.42 CHECT Type=211/4

ENG CH7CT Type=211/4

o GEMPort |4 P CHBCT Type=211/4

CHOCT Type=211/4

~

Ethernet Only Port Baud ’—115200 CH 10 CT Type=211/4 i

(+ WifiEthernet Combination w Bootload

=
[~ XBee Module Installed __ Refiesh | e
Change Com1 Baud
Save L2 ﬂ

19200
Factory Defaults Re-Boot COM
|
Exit
Figure 29

ENG FIRMWARE UPGRADE
1. Download the most recent “ENG” firmware version from “Brultech.com/software” and save it
on the PC
Establish a connection with the “GEM Network Utility” software
Click “Get GEM Info”
Determine if the baud rate needs to be changed. See “Required Baud” on page 24
Select the “ENG Firmware” button and make sure “Bootload Cmd” is checked
If the status is not currently “Connected” (box is green), then click “Open” to connect
Click the “Start” button in the firmware selection section.
Select the firmware file. The filename for the “ENG” firmware will be “GEM_E Firmware
x.xx.fmw” where “x.xx” is the firmware version. Firmware upgrade will then begin. See Figure 30

O NV e WwN

=~ GEM Network Utility Ver 3.8

ém GreenEye S/N: 01000256, Model: ()
& TGP Client PORT IP Address [ Connected
£ TCPSever | 8000 | 192168.2.147 Status:
p— Right Click For More options. et GEM Info | Close | Open |

EtheetOnly | Wi Only | Wii/Ethemel | Seial | Firmware |
Firmware Upgrade

CH1CTType=211/4 ~
GEM Hardware Option CH2CTType=211/4 =
COM Ver COM CH3CTType=211/4 D |
£ Notodule - e
ype =
¢ Wifi only ENG Ver [1.41 CHECTType=211/4
ENG CH7 CTType=211/4
t® GEMPort {4 —Bf'" Firmware CHECTType=211/4
¢ Ethemet Only CHE CTTyps =21174
Fort Baud ’— CH 10 CT Type =211/4 v
" WifilEthernet Combination " Bootload - -
Refresh cmd Volt: 120.1 SEC: 126
[~ XBee Module Installed F:60Hz
<EOP:Alive OFF
Save Change Com1 Baud COM Firmware older than 2.13
19200 Old Bootloader version
Detect older firmware version. Continue.
Factory Defaults ¢ 115200 Re-Boot COM |
\ 34.8%
Exit
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Upgrading GEM Firmware (Optional)

COM FIRMWARE UPGRADE

1.

Nous~wN

Figure 30

Download the most recent “COM” firmware version from “Brultech.com/software” and save it

on the PC

Establish a connection with the “GEM Network Utility” software

Click “Get GEM Info”

Select the “COM Firmware” button and make sure the “Bootload Cmd” box is checked.
If the status is not currently “Connected” (box is green), then click “Open” to connect
Click the “Start” button in the firmware selection section
Select the firmware file. The filename for the “COM” firmware will be “GEM_C Firmware
x.xx.fmw” where “x.xx” is the firmware version. Firmware upgrade will then begin. See Figure 31

GEM Network Utility Ver 3.8

BRUlECH) )

* TCP Client PORT

IP Address

" TCP Server 8000 192.168.2.147

 Serial Right Click For More options

GreenEye S/N: 01000256, Model: ()

st [ GaRRRAT

GetGEMInfo |

Close |

Open |

EthernetOnly | wifionly | wifi /Ethemet |

Serial

T Firmware ]

- Firmware Upgrade
~GEM Hardware Option

© No Module

7 Wifi Only

 (Oldy Ethernet Only

i~ Ethernet Only

" WifilEthernet Combination
[~ XBee Module Installed

COMVer |181

P COM

ENG Ver (142

GEM Port |1—
Port Baud |—

=" Firmware

ENG
Firmware

.. — Bootload

Refresh

Cmd

- Change Com1 Baud

CSiart

CH1CT Type=211/4
CHZCTType=211/4
CH3CTType=211/4
CH4CTType=211/4
CH S CTType=211/4
CHECT Type=211/4
CHT CTType=211/4
CHBCT Type=211/4
CHOCT Type=211/4
CH 10 CTType =211/4

E3

=

0ld Bootloader version

[COM Firmware older than 2.13

Detect older firmware version. Continue...

RecoVvERY FrRoM FAILED COM FIRMWARE UPGRADE

It is possible that communication is lost during the firmware upgrade procedure or something happens
to prevent the firmware upgrade from completing. When this occurs, the GEM may become
unresponsive to any command and inoperable.

Sae | [ ChangeComiBaud—— |0 St Waiting for response from BTLES command
_19200 | ot seo
Factory Defaults 115200 | Re-Boot COM | 47
[L]] | 42%
Exit
Figure 31

The method used to recover from a non-responsive state depends on which firmware upgrade failed.

1.

Make sure that the communication module is set for 19200 baud. Open the communication

module’s setup page and select “Application Setting” from the left menu. If the baud rate is not
set to “19200” then select “19200” from the “Baudrate” menu. See Figure 32.
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B Mode Selection Wifi-Uart Setting
B AP Interface Setting
You could configure the Uart parameters and netwi
@ STA Interface Setting application.
Baudrate 19200 v
Ep Device Management . 50 _
Data Bits 75
Parity ::;E
150 B
St
o 200 —
CTSRTS 300
600
1200 |
Apply 1800
2400 [
4800
UART AutoFrame Setting SO0 !
UART AutoFrame o { 38400
57600
115200
APPlY | 53pap0 |
345600
460800

Figure 32
If no change was required to the baud rate, proceed to the next step, otherwise select “Device
Management” from the left menu then click “Restart”.

2. Unplug the 5VDC supply from the GEM. Press the recessed push button switch located at the
very bottom of the GEM unit. While holding down the push button, apply power to the GEM.
Once the GEM powers up, then release the button. The “System LED” should turn a solid red. If
not, try again. If it fails to turn red a second time, the GEM’s battery will need removal and the
above step repeated.

3. With the GEM’s “System LED” now glowing red, run the “GEM Network Utility” software and
establish a connection. The connection will be obvious by a green “Status” box.

4. Select the “Firmware” tab of the “GEM Network Utility” and make sure the “Bootload Cmd” box
is NOT checked.

5. Click “Start” and select the “COM” firmware which will look like this: “GEM_C Firmware
x.xx.fmw”, where “x.xx” is the firmware version.

The firmware upgrade process should now begin.

RECOVERY FROM FAILED ENG FIRMWARE UPGRADE

If the “ENG” firmware upgrade fails, recovery is simply a matter of briefly pressing the recessed push
button at the very bottom of the GEM device. This should cause the “System LED” to change from
yellow to green. Repeat the procedure for upgrading the “ENG” firmware described on section “ENG
Firmware Upgrade”.
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APPENDIX A

GEM 10 PC DIRECT ETHERNET CONNECTION

If a PC with WiFi is not available for setting up the GEM access to a network, it is possible to use a direct
connection between a PC’s Ethernet jack and the GEM. This requires setting up a “Static IP Address” on
the PC.

SET PC wITH STATIC IP ADDRESS

e Open Network Connections by clicking the “Start” button then clicking Control Panel

e Inthe search box, type adapter, and then, under Network and Sharing Center, click “View
Network Connections”

e Right-click the connection that you want to change, and then click “Properties”. If you're
prompted for an administrator password or confirmation, type the password or provide
confirmation

e Click the Networking tab. Under “This connection uses the following items”, click Internet
Protocol Version 4 (TCP/IPv4) then click “Properties”. See Figure 33

4 Local Area Connection Properties  5ans resooact [s]

Networking

Connect using:

‘ ®¥ Network Connection ‘

This connection uses the following items:

o% Client for Microsoft Networks

4= 005 Packet Scheduler

45} File and Printer Sharing for Microsoft Networks

-&. Intemet Protocol Version 8 {TCP/IPvE)

B ntemet Protocol Version 4 (TCP/IPv4) |

«4. Link-Layer Topology Discovery Mapper |/0 Driver
«&. Link-Layer Topology Discovery Responder

Install... ~ Uninstal ' Properties

Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

[ OK ][ Cancel ]

Figure 33
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' Internet Protocol Version 4 (TCP/IPv4) Properties

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@ Obtain an IP address automatically
) Use the following IP address:

ault gateway:

(@ Obtain DNS server address automatically
(%) Use the following DNS server addresses:

Preferred DNS server

Vabdate settings, if changed, upon exit Advanced

|

Figure 34
Referring to Figure 34, make the following changes:

e C(Click “Use the following IP address” and enter the following:
o IP Address: “192.168.2.1”
o Subnet Mask: 255.255.255.0”
o Default Gateway: “192.168.2.1"
e C(Click “Use the following DNS server addresses”
o Set “Preferred DNS server” to “192.168.2.1”
e C(Click “OK” then click “OK” on the “Local Area Network Properties” window

A network connection should now be established between the GEM and the PC.

Proceed to chapter “WiFi Connection to a Network” or chapter “Ethernet Connection to a Network”
depending on the type of connection desired (wireless or wired).
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